Phishing and Pharming Information Page
What is Phishing and Pharming?

Phishing attacks use 'spoofed' e-mails and fraudulent web sites designed to fool recipients into divulging personal financial data such as credit card numbers, account usernames and passwords, social security numbers, etc.  Pharming uses the same kind of spoofed sites, but uses malware/spyware to redirect users from real web sites to the fraudulent sites (typically known as DNS hijacking). By hijacking the trusted brands of well-known banks, online retailers, and credit card companies, Phishers are able to convince recipients to respond to them.

How to Prevent Phishing and Pharming?

- Be suspicious of any email with urgent requests for personal financial information.

- Don't use the links in an email to get to any web page, if you suspect the message might not be authentic.  Instead, call the company on the telephone or logon to the website directly by typing in the Web address in your browser. 

- Avoid filling out forms in email messages that ask for personal financial information.  You should only communicate information such as credit card numbers or account information via a secure website or the telephone.

- Always ensure that you're using a secure website when submitting credit card or other sensitive information via your Web browser. To make sure you're on a secure Web server, check the beginning of the Web address in your browser address bar - it should be "https://" rather than just "http://".

- Consider installing a web browser toolbar to help protect you from known Phishing fraud web sites (Home computers Only).

- Regularly log into your online accounts.

- Regularly check your bank, credit and debit card statements to ensure that all transactions are legitimate.

- Ensure that your browser is up-to-date and security patches are applied (Home computers Only).

For information on "How to Avoid Phishing Scams" click on the link below.

http://www.antiphishing.org/consumer_recs.html 

For information on "What To Do If You've Given Out Your Personal Financial Information" click on the link below.

http://www.antiphishing.org/consumer_recs2.html 

Are you a Phishing Victim? You can report Phishing attacks by e-mailing  info@antiphishing.org.

