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ARSTRACT 

This instruction assigns responsibilities and prescribes proct:dures !or establishing, 
operating, and maintajning DolJ internet services; and the effective and efficient implementation 
nnd use of social media associated with the Uniformed Services University of the Health 
Sciences (USUHS). 

A. Rcjssunnce nnd Purpose. 
1. This Instruction pl'ovides pol ides u.nd procedures for the effective use of internet-based 

capabilities and social media. 

B. References. See Enclosure 1. 

C. Delinitlons. See Enclosure 2. 

D. Applicability. 
l. This lnslruction applies to all facu lty, staff, students, contractors i11cluding research-funded 

contract personnel and individuals, and groups who arc associated with or are acting on behalf of 
the University in lhe 1mmagemenl or use or any web and/or social mcdin services or systems. 
The poUcics and procedures prescribed in this Instruction apply to the following situations: 

a. Any cxtcmal official presence in a social media application originating fr<.)rn 
USUHS. 

b. Official positions posted on social media applications originating exlemn] to 
VSUHS. 

c. Unofficial posi tions taken by individuals who either selfRidentify wilb or can be 
associated ,;vith USUHS. For example: 

(1) Self~identification is when the individual states us pru1 of lhc comment or notes 
in an onlinc profile that be or she is n faculty member at USUT-!S. 



(2) Tbe ability to be associated with USlJHS is relat.ed lo Lhe lenor of Lhe 
comments rather than the ability of otltets to Google search the indjvidual's nam~ to 
establish that association. 

2. This policy does NOT apply to the following situations: 

a. Internal. password-protected social inedin applications employed by faculty/staff 
in the educational or administrative functions or Ltte University. For example, blogs and 
wikis created in u learning management, content management system or in a Google-cloud 
applicalion do .nol !!stablish a public presence. Therefore, this policy does not apply because 
they do not meet the requirements of DoD lostruutioo. 8550,01 (reference (a)). 

b. A social media presence created hy student~, faculty, staff or conlractorn Lhut have 
nol associated themselves with USUHS. These applications are personal rather than an 
omdal USUHS presence. Th~y do not meet the statutory requirements for record keeping. 

E. Polley, 
1. Lntei:net-bascd Capabilities (vee Enclosure 2 for a d~flnirion) use is permitted nnd 

encouraged when it furthers the USU HS rnission. However, they shall not be used to collect, 
disseminate, store or othen,Visc process non~public USU HS information. Since internet-based 
capabilities arc not subject to Federal or DoD inforrm.1.uon assurance (IA) standards, controls, 
or enforcement, they may not consistenlly provide conJidentialiLy. 

11. Use of internet-based capabilities can be either (a) an official external presence that is 
approved by the USUH.S Vice President for External Affairs (V PE)~ or (b) nscs unrelated to 
public affairs where a USUHS employee is simply acting in his/her omcial USU HS capacity. 
Because these use;:s oilcn take place in a public venue, personnel acting in lheir official 
capacity shall maintain liaison with VPE to ensure organizational awareness. In addition, they 
mast: 

(I) Ensure Lhu.L Lhe informulion posLed is relevan1 and accurate, and provides no 
ir1fonrwt1011 Llrnl is lltll approved for public release including pernonnlly identi liable 
information as outlined in DoD Instmction S400. l l O·eference (b)) . 

(2) lncludc a disclaimer when personal opinions arc expressed (e.g., "This statement 
i:s n,y own am! <loes not constiLut(! ru1 endorseme11t by or opinion of the Department of 
Defense or Unifom1ed Service:,; University or Lht! Health Sciences"), 

b. Any USUHS-hosled internet services shall be operated and ccmligure<l to meet the 
requirements of DoD Instruction 8500.2 (reference (c)). 

2. Official External Presence (sec Enclosiu-e 2 for definition) sball: 

a. Clearly identiry Lhal USUHS provides Lhcir content and shall comply with Dou 
Instruction 5400.13 (reference (d)). 
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b. Receive upproval from the VPE prior to the presence being estahlishe<l un<l 
confim1 rhal I.he planned use and risks have been assessed and arc acceptable. R~qul!Sts 
for approval are submitted via an onJinc Social Media Registration Form (Enclostu-e 3). 

c. Be registered on an ·'e-xternul official prc:sence" list whlch is maintained by VPE. 
This Lisi should also document the role ond scope of the external official presence. i.e. 
purpust=, audi~nce and name of responsible manager. 

d. Be registered by VP~ on the DoD Social Media registTI1tion site 
(hllp:l/w111w.defense.go11/RegisteredSites/Submillinkcr~px) per DoD Web Policy and Dal) 
D'IM 09-026. 

e. Use official USUII seals and logos and provide links to the university's orticial 
public website (www. u.vuhs.edu). 

f. Be actively monitored and evaluated fur compliance with security requirements 
(ClO's responsibility) and for frauduhmL or objectionable use (VPE"s responsibility). 

3. Use or Approved Domains. 
a. The .mil domain has been established for exclusive use by DoD and sh_ould be the 

primary address ror Do D intt:met services unless the purpose of the internet capability is 
academic in nature. [n those cases USU HS, a.') an accredited degree grunting acudemic 
organization, can use the usuhs.cdu domain nan1t!. 

b. USU HS .mil and .edu tlomuin names are not authorized 10 rcdiree1 to non-.mil or 
non-.edu domain named hosls, (t:.g., name .miJ will not rcdfrcct to nart\c .cotn or name 
.org). 

c. Only .mil or .edu domain names should be registered hy usuns perso11oel. 

d. As an exception, domain names such as .org, .us •. com. etc. may be registered by 
USUHS personnd in order to protect a trademark or to prevent domain names from being 
used in a manner that would be confusing ro the public or with conllicting purposes. 
provided the domain name is held in rts rve or used to redirect to the corresponding 
USU HS .mil and/or .edu domain. A .org, .com, etc. domain name shall 11ot be used ns an 
official lJSlJHS web or email presence; these are restricted to ,edu and/or .rnil. 

e. Exceptions to USUl-1S .mil und .cdu domain name regisrrat ion to protect a domai11 
nan1e, for research and/or U:-sl and development purposes, shaU be approved in writing by 
lht! VSUHS-Designated Accrediting /\uU,ority (DM). Submission or these request · is done 
through the USUIJS Service Desk. . 

4. Social Media. All USU HS personnel who use social media as an official part oftbcir 
position or for personal use on a government computer arc required ro Jcad and comply with 
Lhi · policy, USUIIS shall isolate, disconnect, terminate, or otherwise shut down acc1:ss to a 
sociul media presence that is not in compliance with thi · policy. 
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u. Individual Access. For the purpo!ie of this policy, individuals are defined as s ludents, 
faculty, researchers, stalI, interns and contractors. individuals shalJ have open uccess to social 
media sites unles:, specifically prohibited by DoD policy. They arc authorized to create social 
media accounts for personal us~; however. the follmving provi ions apply: 

(I) Use non-mission related cont.act iufom1ation, such as telephone numhers or 
postal and e-mail addresses to establish personal accounts. 

(2) Comply with standard$ of conduct on Uic dissemination and discussion of 
11011-public infom1ation. 

{3) Oo ool use pcrsonu.l .social med.in silts to conduct oCficiul business. 

b. Account Management. 
(1) All i.nstances of official exlernal social media presence shall receive approval 

from the USU HS Office of the Chief'Tnfom1atfoa Officer (OCJO). 'lb.is approval will be 
submitted to the US1JTlS ConJiguralion Conrrol Board (CCB) onlinc using the SUHS 
Service Desk (select ··Request" and then category "Web Social Media''), This approval is 
required for all admirustratms for social m dfo applications nnd signifies that rhc CIO concurs 
with the plunned use and hus ru;sessed risks Lo be! at an acceptable level for using social media 
tethnologies. 

(2) All instances of social media presence at USUIIS shall be registered onlinc 
with VPE (Rnclosure 3). Regi!mation wi ll occur berore the social meditt page is launched. 

(3) All instances of liocinl media pr~sence at USUHS shull do the following: 

(a) Be clearly identified as purl of USU HS through specific stolcmenLS 
and/or the ust: uf official USlJ HS-upproved logos. 

(b) Provide links lo the orgnnizatinn's official public website. 

c. Acceptable Ui;e. 
(I) There m"C four broad uses of social media m USUIIS: 

(a) Official USUTTS interests Of'liciul use implies that the use of social media is 
l'nr the express pm1,ose or communicating UStn rs iJ1tercsts or speci fic programmatic and 
policy inlbm1ation. For example, the School of Medicine could use Futebook to n011ounce 
a USUIIS-sponsored $ymposium and then use Twitter during lhat S)'mposium. There are 
also many oflkial uses of sociftl media that are not outward racing, such as internal biogs or 
wikis for collaboration among USUHS project teams or in an i.ndivldual classroom. 

(b) Professional interests Proressional use implies that un individual uses social 
media fort.he purpose of furU1ering ~-pecific job rcsponsihilities, research or profe.-;sional 
duties through a social media site. For example, almost 30,000 government l!mployees bavc 
signed up as members al the external site Ci-o ,-Loop.com to engage with other professionals in 
u community of practice, Another way inuividuals might engage in social media sites is by 
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accessing Fucebook to view oOiciul government puges. such us the DoD or the Chuim1un, 
Joint Chiefs or StaffFeccbook puges. 

(c) Personal inLerests - Generully, the use of social media for personal interests 
tlull are non-official and non-attributable is not covered by this policy. The exception will be 
when a government computer is u..-:ed Lo access a social media site. For example. an individual 
may want to d1eck thei,· personal Facebook page, ·end out a pen:om1l Tweet, or watch U1e 
latest virul YouTubc video dudng a lunch hour or another designated break during wol'k 
hours. Tn this case, the relevant scc1ions of this policy apply. 

(d) Hybrid - Students, either a1 the class or seminar level~ liave the: optil)n Lo 

create a pr~ence in social media that will polemially address USUHS. professional and 
personuJ interests. This presence wrn help ~ludents cJeate enduring connections lo other 
mc:mbel'S of their groups and the University. The use ol'this social media is encouraged. 
While. as noted above. this type of use is not subj eel Lo the direction or th.is policy, tbc 
guidance contained herdn is germane. 

(2) lntemal administrative business or processes ,viii not be conducted on publicly 
o.ccess.ible social media sites. 

(3) Tile use or social media in lht: i!lassroom or in any way that furU11::rs USUHS 
educational mission is encouraged.. 

d. Individunl Conduct. 
(I) Users shall complete Operations Security (OJ>SEC) aiinuaJ awareness and 

training on the risk of inlbrmntion disclosure and apply ii 10 using social media, types of 
inlcmnation to sbnre. with who.rn they can share it, and what not io share. 

(2) Across USU! IS. federal employees shaJI comply with aU applicable 
Standards or Conduct under lecleral, civil. and criminal statutes: federal regnJatiru1s; and 
DoD regulations and guidance. Spcci.fically. Lhey shaU strive Lo do the foUowing: 

{a) Use every effort to keep i11ieractions factual and accurate. Correct any 
misreprcscntalions found about lJSlJIIS. Always de, so with respect and by using verified 
information. 

(b) Be transpur<,;nt1 open and fuctually accura1c in all interactions. 

(c) Provide links LO credible sources of information lo ~upport intcractioru;, 
when possible. 

(d) Publicly co1TecL any h1formation we have communicated that is later 
found tn be in error. 

(c) Be honest about rclalio11ships, opinion~, and identity. Whenever individuals 
comment or editorialize in a profe$sional or expen capacity. they must identify themselves 
and their ttSSociation with USUHS. 
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(() Protect personal privacy ru,d health informaLion. DO NOT share 
Personally Identifiable lnformatlon (PII) or Protect(..-d Health Wormation (Pill) such as 
mune, Social Security number, age, date and place of birth, mother's maiden name, 
biometric records, military rank or civilian grade. marital :sl.ilus, race, salary, home/office 
number, driver's License, emai l addresses, personal phone numbers, m.cdical diagnosis, and 
other personal information which is linked to a specific individual. (See reference (b) and 
(e)), 

(g) Be timely. Ensure thal there arc routine procedures for checking social media 
sites and rc:sponding to commenls and questions. 

(h) Avoid arguments. Wben engaging with someone with an advcrsacial position, 
ensure that oni:'s stalemems are factual, professional, and not disparaging. 

(i) Protect tradomarks, copyright, and permissions. (See reference (!)), 

G) Do not use the USUIIS or depnnmentul name to endorse a product, opinion or 
c.ause. 

(k) Pursuant to the Hat<:h Act of 1939 (S U.S.C. 7321 •7326, as amended in 1993), 
do not cng~.-e in activities thal associate lJSU l:JS, its components or Do)) with any partisan 
political campaign, election, candidate, or cause. Ac.ldi1ional i.nformatio.n on the HaLch Act of 
1939 and its enforcement can. be found at the Office of Special Counsel website 
(www.osc.gov). 

e. Security. Social media presents a new set of tools for interactive dialog. However, osers 
may make themselves vulnc~rable by trusting circles of lnends and colleagues and disclosing 
personal facts more readily. Additfonally, the use of social media sites lead to a greuter web 
presence, which in tum leads to a greacer risk of spam and targeted phi~hing allacks. This policy 
will enable USUlIS to limit, bLlt Ml elirninaLe, the security risk.,:; associaleo with. the use of social 
media. 

(I) Social media websites and emerging social media capabilities shall be monitored 
and cvaluaLi!d by the Network Operations & CommunLcations (NOC) Information Ass1.u-ance 
(IA) team for compliance wilb security requirements and for fraudulent or objectionable use 
IA W the references at Enclosure 1. 

(2) When accessing ioLemeL-based capabilities using USUHS resources in au 
authorized personal or unofficial capacity indi viduals shall employ s01.md operations security 
(0.PSEC) meusures per reference (g). 

(3) Users shall use good judgment and not cLick links or open auaclunents unless 
they are from a trusted !iOurce, given lhal cybcr criminals often pretend to be people they are 
not in order to dt!cl;live indjyiduals into pcrfomting actions Lhot launch cybcr attacks, 
download vi.J.1.IBes, and instaU malware and spywme onto computers. 
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(4) Users shall always use tho strongest pass.word combinations allowed, comprised 
of as many of the combinations of lower and upper.case letters numbers, and symbols possible. 
Users shall change passwords frequently and use di.tfcrcut passwords for banking and financial 
sites, and personal weh-"based email than those for any other site. 

f. Content. 
( I) Responsibility for establishingi publishing, and updating content will vary as 

outlined below: 

(n) At the University and schoo11cvc4 the purpose will primarily be outreach~ 
and it is a command decision to create the social media presence. In these siru.atjons, VPE is 
responsible for monitoring the content on each USUHS page to 1:1nsure that a consistent, 
m.i.ssion~fncusetl message is being conveyed and that lhey are adhering to the Social Media 
Policy. 

(b) When faculty members employ social media u1 class, they will register the 
presence with VPE and wiU be responsible for monitoring the content to ensure adherence t() 
the Social Media Policy. 

(2) Under no circumstances will any indJvidual at USU HS permit CLA.SSlFlED. 
UNCLASSIFIED CONTROLLED INFORMATION (UCl), or FOR OFFlClAL USE 
ONLY (FOUO) material robe posted on a social mediu site. ff sud, maLeriaI is discovered 
on a social media site managed by USUHS, it wfll be immediately taken down und reported. 
to the Security Manager (SEC) and Information Assurance (NOC). 

(3) The status of Classified. UCI, or FOUO data does not cl\MgC as a result of any 
unauthorized disclosure of identical or similar information on a social media or website 
(e.g., WikiLcaks) and shall not be posted to or linked from any social media site ·withfo the 
USUHS enterprise (re/ere.nee (h}), 

(a) Every indi vidual in the USUHS community who has been granted aulhoriza:tion 
for acce.ss to classi Bed iufornl!ltion l1as affirmed by official classified information nondisclosure 
agreement (SF-312) to protect this information even if fouud in w1protcctccl areas. 

(b) 1f Classified, UCl, or FOUO information appears in the public medin1 DoD 
personnel must be careful not to m.ake any statement or comment that would conl1nn the 
accuracy or verify lhe classilicalion or status of the information (reference (i}) . 

(4) Whene-ver possible (e.g.? Facebook, Linkedln, etc.), a fom1al policy statement 
wiU be posted on all USUHS social media (Enclosure 4), The policy statement outlines lhe 
purpose of the social media presence, e>(pectations, and content Lhat will be deleted if it 
includes comments or links associated with any of the following: 

(a) Thrcatc11.ing, slanderous, or obscene language. 

(b) PersonaJ attacks. 
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c Di riminator, lungu· g inclu: ing hate speech bas d un r: .et\ natl nal 
rigin, nationali . a g nder se _ual ri ntulion. r li~ion. or disabilit . 

d .. e uilly e ·pUcit material and other material that would violate the Jaw if 
published on lhe social l:lledia s'tc. 

( ) pam, olicitatlous ad ei tisemenL · or undecipherable language. 

t) Comments that sugg sl or encourage ille~al activity. 

(g P1J1 onall Id t\Lifiuble Information (e.g., oci urily numbers, personal 
postal and email addresse", p son 1 phone numbers birth date, birth _pl ice:, etc. for yourself 
o:r others). 

d ertis ment . Adminisuat TS sh II · mdina v Uh the 10 for subt.IDtting 
wri_tten requests to s lal media pro iders to bloc' the display of an c mmercial ad ertisements 
solicitations. or links on USUHS lli ial-ust: counts if the provider ould oLh r\l is ormiill 
display mmercial ad erLi ·ement . 

6 'o inl m ·dia is dialogue. omments made a m 
media sit1a:s -and al1 comm nl::i ma by participants on any social m dia pre ·enc 

 
ns fur 

across 
fa nunent ill 

tl xtcmal 
lJ H. will requi·e mo 't riI-lg and alu ti 1 . Tb content and tone
uelennine whether action is n.ccessa y. D\!cisi n Lre i; addressing optio
_ nd im maJ posting'S ar at Enclosure · 5 and 6. r spe ti 1y. 

g. Disclaimers and Banners. 
Place the following message in a r min m I _ 'on n each aulho ·zed pa 

-pra Licable: 

1 f the social media. pro id r i · un illing or unable to block the displ f 
mmcl'ciaJ ad ertisements, pla e the fo� wing m ss in prominent l ·ui n on each 

autb rizl;)d pag s pracri a.bl : 

,{ h app ~arant of c mm rcial advertising and hyperlinks insert d b cl h s of U1is ervice 
docs not conslitute end ·sement b 1.hc U.S. Departm nt of Defense/ Uniformed . -r ices 

11..iversity of the ealth Sci nccs ' H ')/[ omp nenl]." 

(2) Mak availabl l' dis pl, y the standard transparency b er (helnw on social 
media pai:,res. a I racticablc . 

.. Welc men the [Unifonned 'ervices Uni ity fth - Health Scien es ( r 
.0111p ne11l] 1s [n.an1~ o social media] page/p1-esence. If you ar looking for the ot'ficial source f 

in arn1ation about th fU or omponen1]. please isit [addre ·5 of oflioial website or other official 
inforrnationJ . 
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'The postings on thi. site are my own and d not n cessaril)' r pr s nt the positions or 
Unifom1 e1· ices Uni ersit l'Lht! e.alth Sciences ( UH ) or tl e 

nt of De ·ense."' 
pinions ofth 
eprutm 

The l US H.' or omponetltl ls pleas d l - parti ipa.te in this opi.:n., un-mod rated forum in order l 
incr nse go emmcnt lnmspareo , promo e public participation, and enco 1mge collaboration. 

h. L I!' 1 Issues. 
(1 oD D' M 09- 26 require ··a pro e s or revie"' ·ng information pro osed fOT 

dissemination ... to n ur information is r i ~d. cleared and uth ri _ <l for release to th 
publi .... " USUHS engagem nt in social media is bifur a1cd into official and unofficial 
engagemenls. and P ~ sc es as th clearing agent for all U UH .. offi ial enga.gi.Jm nts. 

a) lndi idual idenli lied as officially speaking r r the ni rsity or its componen 
mu t 11 v early defined En tllat either grant autl rily la the indi idual or • n"lplele a 

affmg pi·oc~s for appr val and rel c. 

(b) Inc.ii iduals in fill unofttc · al c p dt may choo e to ngage e Lt:m· L art1 tpants 
011 social mt:cllil sites n i sues related tn U UI [S• h we er th e individuals must mak i 
clear Lhal they are si caking f 11· Lh mselves and not on behalf of U1e · niv _rsiry. they publish 
cont -� ton an social me~ia r" ~bsi:t that has som Lhing to do ith th~ ark the~ do or 
subjects ss ciated with th.e niv r iL they sh.all use this discJ 1mt!r: 

(I) By posting cont nt to ial media it , individuals a.gr th L they wn 
or oth t\l i e onlr l a LI of the ri2ibts to tha nL nt. that use fth cont nl is protected fair 
U.."ie Ll'!at they will n t kno ingly pro ide misleading or false information, and th.a tb:ey 
in mniiy and hold the Uni rsily harmless for an cl ims resulting from th1; l nt nt. To the 
ma. imum xr ill p s ibl~1 posti g onlln material thaL includ s direct or araph:r qu tes, 
thought ideas, pb t . , or vide ls sh, IL in ludo citations. Provid link to the riginal. 
mat rial, if available. 

2 The Hat h A t I" 19 9 p ohibits fc.d . aJ cm lo ees from ngaging in partisan 
politi ·al a tivity~ thercforn~ any poslings that lobby or cam1 aign for a political issue, party, or 
candidate ill be tem 1 d and the empl e . postin 1 said mat rial may be subject Lo appropriate 
r-idministrati r punitive action. Penally for iolalion of the latch tis remo al fr m F d J~.I 
' er ice but il may b mitigutcd ln a minimum 3 da suspensi n b th Merit Systems 

Pr tecti n oard (MSPB) 5 _ 7326). 
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i. Privacy. 
(1) lf therc is a survey or any other vehicle posted on 3 USUHS social media site tl1at 

re(!uesrs individuals ··to furnish personal infonnation and the infomunion is to be inclu<led in 
a Privacy Acl system of records (i.e., a system in which infom1ation about the individual is 
retrieved hy name or other personal ideotificr)," a Privucy Act statement '·must b~ posted or 
pro ided lhrough a well-marked hyperlink on the page where the information is being 
requested" (re_{etenc:e (i)). 

(2) lf an indi vidual is requested to give personal infol'mation and that information is not 
maunaincd in a Privacy Act system of'rccords. the soLicitation orsuch information ~cquires a 
pril'acy ucM-sory. The privacy advisory informs the individual as to why the infonnation is 
being solicited and how it wi ll be used. The privacy advisory will be postl!<l on the page where 
the information is being requested or provided through a well-marked hypcrlink (reference (j)). 

(3) Any q_ues.tion regarding Pll loss or suspected loss of Pl 1 shall be reported immediately 
to the Privacy Act Officer in the Orlice of Accreditation and Organizational Assessment (OAC). 

(4) USUITS shall have the right to remove any content for any reason, inclutling but 
not limited to, content that it <leems IJ1rcatcning. obscene. a violation of intellectual property 
rights or p1ivacy laws, or otben,vise injurious or illegal. Content thal is SLtnply critical of 
USUIIS or Lts components shull NOT be removed. Enclosure 5 and 6 contain response 
decision trees. 

5. Process & Procedures. 

a. Creating social media presence. 
(1) Development Guide. ocial media is conslant]y evolving, so no speci lie 

guidance for development is addressed irt this docl.lillent. However, the DoD Social Media Hub 
at (li11µ:llwww.defe11se.go1·hocialnwdia/) is an excellent resource lhat provides up-to-date 
practicul stt:ps based on best practices and official policies on how to develop and use sociul 
media effectively. 

(2) Seals and logos. Only official USU seals and logos shal l be used. All seAJs/logos 
must be approved by VPE. 

(3) Role and scope. All social media sites within the USUUS cntc1·prisc shall clearly 
indicate their role and sc(lpc. 

(4) Links. '}/hen possible, all official sociul media presence shall do the following: 

(a) Provide links to the UStJHS official public website aud, when appropriate, 
the subordinate school/department's official public website. Sntdcnt classes and seminars 
are encouraged to provide similar links. 

(b) List USUH.S and School S()ciul media pages as "favoi'itcs." Links are 
pennissible to any non-DoD silu Lho.l offers information. 01· services related 10 the function or 
mission of an USUHS enterprise social media presence; however, non-DoD links require the 
following di1;claimei:: 

10 USU HS lnstnu:tion 9004, 3/2013 



Th a penranc ofh p clinks do n t ·rut ndorsement by th D purtment o Defense) 
U11ifonned ··ervices niversity of the llealtl1 ciences ( SUHS , r ·t c mp n nts o 
n n-Uruted tale' G mm ·nt sites 01· the inlbrmat.ion, pro ucts or services ontain lh -r in. 
Whil Lh -IS mid its camp n nts mu or may not use th~ sit additional distribution 
cha :u1 ls for partm nt of D fen ·e info:rruntion, it does- not c. erci ·e:: editori 1 control o er all 

, of th infonnation that y u ma find at th s 1 catio . • u h lin"k are provided n.s.istent" ith 
th stated PlllP se his [ bsite/social media application}. 

b. Oversight, 
( I r o ersight: acti ity and ornpliancc. 

(a) Actl ic., . The hallmark r · ciaJ media is the tlialogu g1me1 e<l. lf lllere is 
not oversight . tn b d· hecking to ee if the.re · a 1u~ lion · r om 1ent needing • j 

respons ~ periodic postings, etc. .. the dialogue ends and the site dies. 

(b) he administrator for a~h , 1,1ciul media p esence shall cnsW'C that it i • 
ch eked daily ancl th all doc.w:ne.m anivity -urUn -d in paragraph 5.c. b lov . 

(2) omplian ~. It is e::quall i.rnporumt to ensur~ that all c;ia.l media sites ,~..;thin 
th SUlI enterprise ar" in omplfance with this policy. Althou h PE has ultimate 
over ighL lb s h l r deparlmen 1 el so ial media man.a crs ha primary respons1 ility 
and admini ~tra hall routinely monit r all ial rn dia sites under th ir purvi for the 
folio in · : 

] ) erall omplianc with th content, conduc , l gal and securi V p li 1e f 

(2 Periodically rif all external links to nstu· the link · still a ail I and 
that th· link ontimte ' to pr ·d qwility i.e. 
.., 1 I rd ing nn auto atic link alidati n 100I 

con LenH1 t e t u.l links i rcq uired. lf the ct nten I r linked extern.9.l itc 
questionable or bjcction bl.e, rem e it. 

(3) 'h N Infom1ation ssurnnc (1A) team shall pt:ri dically m nitor and 
cvalua.t so ·ial media ites £ r com. liancc ith s~curily r quir men and for fr udulent lr 

bjectiona.ble u e. 

c. D cumentati n and records. lJSUH.S i · subject to reco ds requir~m nts f lhe Freedon1 
oflnform tion A t FOlA . her are nine exemptions to the law tha ran c trom withholding 
data "specifically ulh rized under critelia esta lishcd by an Executi e on.l r L. b ept secret in. 
thr,;; int r st. · i'nalional d fense or ore:ign p lie ' t 'clearly LU'1Wil.1Tanted ·nva i n of p 1·sonal 
priva ·y." L ince Classified, U 1, or F U clocumenL':i sl· all not bi:: pla ed in social media, and 
ther i no eKpect:atian pciva y in sociul m tlia USUU. social m dia ~ pplicati ns ar . ubje1.:t 
to th law and 1· 1·ds mu. I h~ inai nLained. 

(1) Edits/RemovaJ . utli.ned in Endo ure 5 and 6, there ure Ot:-C~sion whe11 
a p sling must be edited or completely r mov d. In Lhose in tance · th ti !lowing must 
he rep rl d: 

11 USUH Iil -tru ~tion 9004, 3/2013 
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I r view ofth 
bjecti ity, utility integrity, etc.) inf rmati n . 

is 1101 suffi ·ien l and mnnu 

http:i.mporta.nt


(a) A record of the origin~! posting and, if applicable. il.., ediled version. 

(h) DnLc and lime lhe posting occi.mec.l. 

(c) Date and lime the posting was removed or edited. 

(d) Reasons for the action taken. 

(2) Reports shal l be submitted to VPE and/or NOC Information Assurance (if security 
issues apply) and can be sllbmittcd vin an onli.nc "Social Media Edit Record Form." VPE shall 
brief the USU HS Chief of Staff on all removal/editing actions. 

(3) /\nnual archiving. The FOlA requirements for pubHc access to information from 
within Lhe execulive branch creaLe u need lbr documenlaLion and archiving of social meilia 
activity (reference (k)). Social media administrators ur~ responsible to do the following: 

(a) .Elcct.ronically captW'c all activity on their social media sites. The 
periodicity of this capture may vary with the volume of traffic 011 a given site, but sbaJJ be 
no less than quarterly. 

(b) Subrni L a compilation of'captured traffic lo VPE quarterly. 

F. Effective Date. This LnstrucUon is effective iinmediately. 

Charles L. Rice, MD 
President 

Enclosures: 
l. Refcrnnccs 
2. Oclinirions 
3. USlJHS Social Media Registration fom1 
4. Exarnple Social Media Cum men ts Policy 
5. Response Ass~srnenl Decision Tree (ExLernal) 
6. Response Assessment Decision Tree (fntemal) 
7. Goog1e~I Usage Guide 
8. Social Media Edit Fonn 
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EPclosure l 
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USUHS Instruction 9004, 3/2013 

http:Inter.net


Enclosu.re 2 

DF.FINlTTONS 

l. lnl~rnet-based Capabilities. All publicly accessible infonnation capabilities and applications 
available ucross lhe internet in Jocations not ovmed. operated, or controlled by the Department of 
Defense or the Federal GovemmenL lnlcmct-bascd capabilities include collaborative tools such 
as Social Networking Service (SNS), social media, user-generated content, social son ware, e-mail 
instant tnessaging, ru1d discussion forums (e.g., YouTubc, Faccbook. MySpace, Twiuer, commcrcin.l 
ernail such as Yahoo. etc,). 

2. Official External Presence. Official public affairs activities conducted oo non-DoD sites on the 
lntemet (e.g., USUIIS VPE on Facebook and Twitter). 

3. USU HS Public Websitei USUHS public wehsites arc information resources fundt:d in whole or 
in part by lhc Federal government and/or operated b) USUHS, contractor, or other organi1ations 
on behalf of USU HS. 

usuns lnstruction 9004, 3/2013 
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Enclosure 3 

USU SOC~MKDIA REGTSTRATION FORM 

USUHS Social Media Registration Form 

To be c ompl111t13:d and -t1ubmrt-t;ed ·to the Vic,e Flrei!d .Ill for Ex1 rnal A air (VPE) fore olfr~i I 
I t 1r cli of 11 y U UH bra 11 

our usarnan1e 
timothy. _ Ptf? $.jaQ.Jli.il 

h.!?QUII :-

ti social rnedi~ pres n,;e 
a usuhs.edu) wOI r cor(I d whal'I you $.ll,,rTlh this fo1 rn I lot 

GENERAL INFORMA llON 

1. Depanm nt? 
Thr':1<!----l'Jlter ,:te:::;.1rtrri~t.;;I cad~ 

r 
_ q_ -l \I •1'; I 11:::f 1 He 

. Typ of Social Media 
F r:ebook 

r i wittar 

Blog 

r Li,, din 

r Other 

II "01 \Qr" . p is de c lbe. anti/ r pr vide URL 

;J . Sod.t i Med"la Title 
1-'l.a:::i ;; ~nt,el II e Ill '11 lh•"• U<;1 II 1 -
F- ~.. o~ r .,9 • 

' "·' I I 1 .. ,·11 iJ nffiu. ,I - Ito I or I 1;;;<1t tn -

i • Soclal Media URL 
Tl, ... t ;;Id,,· .!'uflh qc1,1,,,11ti, 1-.• ,,,, 

5. Desired Launch Din 
111 r,,r.11nnr,· r r', Im mat 

r-

The complete form can be found al: hllp:llgoo.gl/qKP!m. 
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Enclosure 4 

EXAMPlsE SOCIAL MEDIA COMMENTS POLICY 

Welcome to the official I insert name of social media presence 1. 

We hope yo\J wm find our page to be a U!>eful source of news updates and information aboul 
USUilS ttctivities, events, publications, and programs. We also hope il will become a place 
for you to connect. make friends, and be a part of our onliue community. We recognize that 
it's yofil community. But we also want you to be cogn.izon.t that it is an 0.FFlCIAL page for 
the Uni fo11ned Service University of the Health Sciences (USU HS) or one or its components. 
which are all part of lhc U.S. Depaiiment of Defense. 

This is an open academic thrum. This i!': not the pince for personal attacks, spam or rll.llts. 
Per our comments policy, we will delete comment::; if they include any ol'the following: 

• Threatening, slanderous, or obscene language 
• Personal attacks 
• Discriroinatory language (including hate speech) based on race, national origint 

age. gender, sexual orientation. religion or disability 
• Sexually explici t maLerial and other material thal would violate the law if 

pub] lshed bere 
• Span4 solicitations, adverLisemenls, or undecipherable language 
• Comments that suggest or encourage illegal activity 
• Personally Identifiable Infonnation (e.g., name, Social Security number. age, date 

and place of birth, mother's maiden name, biometric rccOJds, milfrary rank or 
civilian grade ma1ital status, race, salary~ home/office phone numbers, and other 
personal infonualion wh..icb is linked to a specific individual.) 

Please participate at your own risk. talcing personal responsibility 1hr your comments. The 
appearance of CA.1.ernal. non-USUHS links on this sHe does not constitute oCficial endorsement 
on behalf of USU HS, the Assistant Sccretruy of Defense for Health Affairs (ASD (HA)), or the 
U.S. D(:l,parlment of Defense. USUHS does L10t guarantee or wananty that the infom1ation 
posted by individuals on this site is com:ct, and disclaims any liability for any loss or damage 
1·csulting from re1iance on any such iI1.formatio11. 

Mcdiit requests and questions should not be submitted heJe, We usk lha.l you :submit yvur 
question~ through our normal USUHS P1.1b1ic Affairs channel at 
(hlfp:llwww.usuhs.mil/vpelmediaa}fairs.hlml). Any posts with media requests/questions 
will not he responded to and wi II he removed. 

While social media is a 24/7 medium, our moderation capabilities arc not. We may not 
see every comment right away, and we trust in the dignity of our community to respond 
to personal attacks and negative speech politely or to ib111ore them. 

Keep commenting and thanks for joining the cotlvcrsation. 
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ONLY 
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0oiou.iiai_,,..,., 
ll'MINUIGtfldrllllbt 

llflllleo.a IIIOII 
llnpal1111 . I 

I 
' RECTIFY 

Enclosure S 

RESPONSE ASSESSMENT DJ!:CISION TREE (EXTERNAL) 

Cl z 
0 a. 
Cf) 
llJ a: 

CONCURRENCE 
Yii'J niay agrril llr !lsagree \\ilh 1111! post, 

UiJ\ ii dt!leimlmld l!J blJ e 1ml 11110 
tilod l"l!Sjlllm;D t~ I ~ rKJL~ ' a 

ranl at rage. ~hing ll' litl!Jlllivo In Mli.i 

Yoo can . lei t:itwJ, or ~11 

pa!ll&.,i rn~v ll!! Yoll vr,ml lo r!!SPQ! t:f'I 

LET STAND 
lei H sl.iltJ • 

!IOfll!ql(II\. e 
POSITIVELY 

1~MDI 

USUHS Response Assessment Decision Tree 
for easts on External Sites 

FINAL 
LET STANO wi~!\J.~TlQ!i Li I po!il ~laOII 

u~m lal!IOIIII nl)IUSflOll5il 
l!IIQmlllnv 

SOiJflCINO 
Ct )'Oilft,Olt/1:1 by 
lncWJngtiytteJ 1\5 

Yidec ot OU111 
r£1e,6!1£l!i 

I IJ.ltl.lll~SS 
ID e i,,iij l~ c1,~te 

flllµli~ I 04!1 I 
ruih 

ro~E 
~1pll!ld •M, km~ Iha! 

raliac!s I\Jjhlr en 
USUHS 

INFLIJl:.!i . ~ 
Olilll lill 1M 11\0SI 1/U d 
Ws fc lad lo LiSIJHS 

iu1d OIJO 

Th full diagrnm is vailabl at: http://goo.gl/Ejl6t. 
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RRSPON, EA ME T DECISIO TREE (INTERNAL) 

IS THE fl ST 
OBSCENE? IS RESPONDING 

WORTHWHILE? 

' 
CONCURR~NCE LU 

FINAL 
EVALUATION 

WV.-. .._,,_kwiwtllmll'I 
IIHIM ..,_..,,., 

'li&lllbdlif I 

Enclo ure 6 

USUHS Resgon_se Assessment 
Daci~nJr~e far Posls_oo Internal 

1)filJHS Owned Sites 

EDIT POST 

FIX THE 
FACTS "°" ... lo ,.ipo,,,1 ... , 

IBMl lntcirfflllllll ~- n<1 lhll 
I l'~IM-1&.. 

lltlPOllH IAWdlf,taJnal 

' RECTIFY ,.,.. 
IIIUIIIGn ttlO Id to.11111 
~1011111Un•m.. 
qHjllll'1,lwwOIIIIIII~-

LET STAND 

SOU~l!lG 
INl-1,iJ~Ct Cite ) _, by rt»~ TMN!ll' CY rl!fJ.L'! tn lnw lllPII !IMd k ~rtdlll J IDnO!IIIII DiWllW l'O"Jr-lJ.Sl.lliS li!!J~ •· od lO Y!i>UKS f~I ~lt l1 i',jl\ly IJll ll;i! lid lll' glh an llnD USUH . I " 'fifiCC 

TI1 full diagram is available at: hup.-llgou,gl/UUmU5 . 
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Enclosure 7 

GOOGLE+ USAGE GUIDE 

1, Google+ is a constanrly evolving social mtdia tool with lh~ purpose of sharing informatirm 
with others. These consi:steut changes and rapld updates quickly make any specific step~by-step 
policies and procedures obsolete. As a result only general Google+ guidance will be ofler~d in 
this policy document. 

2. General Usage Guidance. 

a. As with any social interaction, good judgment und effectjvc communication are ri!quirc:d. 

b. To use Google+, user:; must crente n Google+ prnfilc, which is publicly visible to anyone 
011 Lilt: web. However, l!uch user can choose which information in their profile lo share publicly 
nr with just specific circles, and which information tu keep private. 

c. Tbe default setting lor USUTIS Google Apps for government (Gov) accounLs; should only 
be privately shared information. Decisions to post publicly should be made for ef!ch individual 
post preventing inadvertent publlc sharing. For ~xampJe. circles are private by default. Be 
dcliherale in wbo you ac,hJ lo your circles and what informalion you add to your pron.le. If it's 
not public informalion. do not add it. · · 

d. Limil who can con1:lcl you from you,· Google t proGlc . .F,·om your Google+ screen click 
on "Profile·•, ·•&Lil profile" and then "Change con1act settings.'' From.here you can limit who 
can contact you from your profile frum no one to USU HS only to public. 

3. A more detailed Google+ best prc,ctices guide is available and maintained on the USUHS 
One~Stop Intranet Site (onesrop.usuhs.edu). 
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Enclo w-e 8 

OCIAL MEDIA EDIT FORM 

Social Media Edit Record 

.. u o It 11,1,. lor·-n an , tir11@ , ou -=- th So f.5II.ledla m an.a!i)er or iildmlnl tr 
Cl al'l'l!l ea p.o ting i~U e 11 OOH not compl v,,ith curren DoD JM lorU'"'UH 
I SIJt-iS lnstrl.letlon 9004) Su rnlss;lon rmt S0ci::3f l,leal;, Edit Re c:ord Is to n 
or tnro1 lion .ct 1FOI complla,,.ce r~qulremer, s 

our 1.1 1 nc n,e rtltnoll1y.rai;rp usun5. du J w lll r ,; r,:i_e.:, w lwn ;o.u uomll u,1s t.:irrn r lo.\ 
ttmoth)',r p? S.ltln...2J.U 

,t 

, . .fire ~ lnse.f'[ a c:opr o.r tn on.gin I posl 

2 . Jill a in!lert co y or l'l e lled ve: ion 
I I I _, ,1 

3. Date the RO-Sting o curr d7 • 

4. D ~ nd time Ul p~stlng was remov ct or ll o? · 

, R a on lh action \~ t Ken? 

h complete form can be found at: hllp:llgoo.gl/suSl 6. 
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